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Short Abstract

This document is the results wbrk in taskT6.2 Evaluation of universAsdlution Within this task the
technologicapartners fromNESTOREviewed andanalyseghe officialuniversAAlsourcesand
documentation realized a Proedf-Concept Based otearnedlessons and intersecting them wiNESTORE
requirements are presenteconclusimsand NESTOR&pproach relatinginiversAAlsupport
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On the T6.2NESTORI®Nsortium carried out the followingctions:

1 Analysis of the UniversAAL platform features, requirements and implementation, both at theoretical
level and the development of a preliminary premffconcept.

1 Contact the UniversalAAL loT Coalition (ulC) fdfyiteg the analysis and setting up the collaboration
forthe NESTOREX I 4§ F2 N RS@St2LIYSyid Ay I O02NRIyOS 4A0K
reliable system to be deployed to the enders for the pilot. ulC has not been registered lagjal enity
entitled to sign the subcontracting agreement.

NESTOREequirements Validation against UniversAAL platform:

1 UniversAAloT is a middleware from where each project can start building their own technical platform
blended with ontologies objects. The aat state of the art of UniversAAL components present older
release of Java (1.5), Karaf (2.2.9) and (@€&h3]. These versions have some contradictions on
UniversAAL wiki/Github because while the installation instructions have been update to refleat newe
versions (Java 8, Eclipse 4@ prebuiltRA & G NA 6 dzi A2y aGAff KIF& YIFINIF H
GWE @ vy Aad y20 adzZRNISR o6& YINIT nHoEdes KSyO
supported by Karaf 3.0.0+, so selecth | LILINR LINA | 6§ S @GSNEA2Y | O02 NRA
running version except building from sources.

1 UniversAAL communicatidoetweennodes isooundedby the multicast networkit requiresa complex
set up(additional softwarg to overcome thdimited multicast supporavailablewhen runover Internet
(GAN¢ global area network)This reduce dramaticalits usage on theNESTORIESe cases, wherhe
target isaged users with limited technical skalsd resources

1 UniversAAL application are written as OSGi bundles. Due taghi®ach itis expensive to integrate
existing open source modules or nlF @I Y2 RdzZ S& A PSP OKFdoz2dGQa 2N
leading to a huge impact ddESTORtEevelopment

Administraive and Legal Issues:

1 UniversAAL is based on very big code base, complex architecture leading to potential for bugs &
misconfigurations. The support community on GitHub is small (4 users at the date of our investigation)
and the dynamicinthecodesupgior A a 26 AYLX @Ay3a | aadNRpy3Ié¢ STT
the platform development instead of concentratingNlE STORibjectives

1 Some of the code sections are released under propridieeynse NESTORJ oject will be developed
under the op@ policy of the EU funding

 NESTORE2 Yy &2 NI Adzy OF yQi 0 Sy STA ingHey® régisiation of thelE.JLJ2 NI
NESTORUas notallowedto receivesupportfrom one of theUniversAAL key partneraho are all part
of theulC

Proposal that ar@resented on the D6.2 are summarized as follow:

- . - R
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1. NESTORGoject will define the methodology and complete the ontology of the human model for the
elderly and will publish it as scientific outcome either of tHESTORRublic repository or in the
UniversAAIGitHub site.

2. NESTOREN2 2SOU ¢gAff RSTAYS GKS YSGiK2R2f23& F2NJ (K
(as reported in the Grant Agreement) and will implement and deploy that bridge iINESTORE
platform. The ontology represents the first sidé the UniversAAL Managefdditionally, NESTORE
project will define a parallel JSON structure mirroring the ontology and compatible with it and more
usable on any technological architecture. This module represents the second side of the UniversAAL
Manager

3. A restart of the relationship with some members of the coalition will be tried to have specific training
and a reliability assessment of the provided Univetssdlution implement inNESTOR[roject in
accordance with the mitigation measure no.10 in Gent Agreement.

and innovation programme under grant agreement No 769643
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2. NESTOREquirements

The focus of present deliverable is the evaluation of universAAL accordingly with platform requirements
described in D6.1, monitoring system requirement defined in WP2 and user requirements defined in WP7.

Trust

Cost

Fits my life

Privacy/security/ reliability oONESTORE

¢tKS ae2adsSyQa YlylF3aSySyid 2F RIFGE A& GNI
how it is used. The user has control over their privacy settings (in a usable manner and
has access to the data)

Healthrelated data is accurate and has the option to be viewed inthe by users of the
system (which might be more appropriate for certain health conditions)

Users have the capacity to turn off analytics (on/off switch)

The system will translateealth-data into contextualized userentred feedback appropriate
to its audience

The system should be robust and withstand everyday use

The system should not compromise or effect other hesdithnologies of the user (e.g. pac
maker)

Chargindpower) requirements should not interfere with lifestyle
Software updates should not alienate access.
Affordability

NESTOR$hould be scalable (e.g. inclusive core features with option to purchase/add
additional functionality)

Costs should ndte prohibitive to the specified user group

NESTOR#Hust be usercentred and responsive to reflect the needs and preferences of th
end user including considerations of ergonomics

Interface should be clear, concise and visually appropwitethe opportunity for manual
customization by the user reflecting their own preferences and style

The visual interface (e.g. Icons) should be easily recognizable, provide consistent look
Single sign in (log in once rather than multiple t&he
The system should provide a creative ug&mndly solution for log in and resource access

Users settings should be remembered throughout the platform

and innovation programme under grant agreement No 769643
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When the user changes the interface settings the interface should be updated immedia
andcontinuously

Resource/functions should be accessible and usable by all users of the system. Featur:
should include interaction modes for touch and voice alongside high visibility settings
appropriate to personal needs (e.g. high contrast for people wéhal impairment etc.) and
language settings/options

Language should be clear and meet the needs of individuals with varied literacy skills

The system should be responsive and adapt itself to the environment and user needs

The system should have tel LJ- OAGe& (2 06S dzaSR 0Seé&2yR
environment

Tablel: User needs

NESTOR@atform is composed by multiple devices, software components, serious game and users that
involvedifferent communication technologgescribed in D6.1.

Requirement Wearable Environmental Decision Virtual Game Tangible
monitoring monitoring Support Coach interface
device device System

Internet NO Yes, YesDSS runs YES, YES, for data Yes, it receives

connection environmental both locally | Virtual synchronization data from DSS

monitoring and in the coach with other
system sends cloud received | NESTORE
data to the cloud data modules.
continuously. from DSS

Cloud storage YES, if history is | YES, if historg YES, required NO YES, for NO
required. GDPR | required. GDPR | for long term leaderboard and
compliance compliance analysis. game data
required. required. synchronization,

WiFi NO, it requires YES, if device is | - - - YES, if the device

Zigbee/2
Wave/Thread or
other low energy
communication

Bluetooth Low
Energy

too much power
and battery.

YES, but requires
router or dongle
in order to
connect wearable
to PC or mobile
devices

YES, it could
connect directly

connected to the
plug.

YES, but requires, -

router or dongle
in order to
connect wearable
to PC or mobile
devices

YES, it could
connect directly

is @nnected to
the plug

YES, but requires
router or dongle
in order to
connect wearable
to PC or mobile
devices. Tangible
Interface could be
the dongle for
this kind of
communication
technology

YES

’r

This project has receivéidzy RAy 3 FTNRY
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with PC and
mobile devices.
BLE allows for low
data-rate. Only
small data could
be sent in order
to save battery.

with PC and
mobile devices.

other low energy
communication
technology

Offline working YES, wearable YES, DSS requires| YES, YES, it works with | YES, it works with
could record data| environmental full-time virtual local data and local data and
without any sensors could be | internet coach then resync when | then re/sync
connection active| connected only | access for uses connected when connected.
and then sometimes and | reaktime offline
downloaddata send data while | support (e.g. | DSS
when connected | connected. assess locally

current
progress in
personal
goals or
exercises); all
the other
module
requires a
irregular
connection.

Mobile phone Bluetooth Low Environmental Run both - - Tangible Interface

(iI0S and Android)| Enery is the sensors are locally on can be a modified
most common always in the mobile mobile phone
type of home, it can be | platform and with hardware
communication connected with on thecloud output, or
with wearable Bluetooth Low embedded
devices Energy, WiFi or devices like

Arduino Board,
Raspberry Pi or
Android Things.

Table2: Summary oNESTOR#atform requirements with modules and notes

This project has receivéidzy RAy 3 FTNRY
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3.1.Introduction

universAALG the universAAL projechitp://www.universaal.org) is a large research project funded by the
European Commission under the 7th framework program. It airde\&loping an open platform and

reference specification for Ambient Assisted Living (AAL) solytiate]. AAL refers to intelligent systems
supporting people for a better, healthier and safer life in their preferred living environment (AAL Space). AAL
applications[web2]as envisioned by universAAL are manageable, distributed and cantexe services; they
cooperatively use the context information gathered by the devices and sensors embedded in the AAL Space.
The OSGi framework with several of its sgndpecifications is used as middleware to build the software
infrastructure that hides the heterogeneity and distribution of resources and enables context sharing.
Moreover, OSGi is also used as intelligent gateway to integrate Wireless Sensor Networks.

universAAL was aimed to be an open platform and reference specification for Ambient Assisted Living (AAL)
solutions[1]. AAL means intelligent systems supporting people in their preferred living environment (AAL
Space). universAAL see AAL applicationsaamgeable, distributed and conteatvare services; these uses
together the context information gathered from devices and sensors embedded in AAL Space

Definition: UniversAAL is an opesource software platform foAmbient Livingvhere \arious, heterogeneous
technical devices may be connected to a single, unified network. (The MS Windows and Apple MacOS
platforms are only able to handle homogeneous technical devices.)

The devices involved imiversAAL are sensors or actuators. Sengagide the system with information

about the current state of the environment (contextual information) such as: pressure sensor, motion sensor,
brightness sensor, camera, clock, others. Actuators can be used by the system to influence the current state of
the environment (such as: heater, TV, electric window).

universAAL IoT is an open platform for the integration of open distributed systems of systems, with
development history expanded on several research projects such as EMBASSI, DynAmITE, PERSONA,
universAAL, ReAAlveb 1] which has led to the creation of the initial universAAL loT ecosystem. universAAL
10T is distributed with the Apache Software License 2.0, available btider/github.com/universAAL/

The universAAL platform is called a Platform, because it is more than just a software layer that lies between
operating system and the applications in a distributed computer network (Middleware) and offer:

1 Runtime Support (Implementation of the Execut®mnvironment)
1 Development Support (a suite of SW tools for supporting the SW developer)

1 Community Support (a suite of SW facilities and technical infrastructure to assist end users, service
providers and developers in communtyilding)

The platform candgically be divided into various layers: Middleware, Managers, Applications.

and innovation programme under grant agreement No 769643
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3.2.Middleware

The Middleware is the only part of the universAAL platform that needs to be installed on every technical device
GKFG glyida G2 | OGAGSt enunichtionuciCaidevicdishanieqan irfiv&sAALNGdE. S Y Q &

The MiddlewareKigurel) hides the heterogeneity and distribution of the noglée applications that run oa
node just communicate with the Middleware, they may be unaware of the actual device they are running on.

The Container lets the Middleware logic execute in different devices with plairfctaxputers or embedded
systems running OSGi, or Android smartpés). The Peering part is responsible for interconnecting and
communicating of the Middleware.

The Communication part is the ultimate logic of the Middleware and enables the flow of the universAAL
semantic across noddzy defining specifipurposes Bussd€ontext, Service and User Interface busses). Each
bus handles its own specific strategy, semantics, reasoning and smaikihg.

Service Bus
Serialization Communication | Representation

Middleware

Figurel Runtime Support Platformlayered model
Regarding the buses responsibilitifsniddlewaS > A 1 Qa 2dzif Ay SRY
1 The Context Bus is responsible for sharing contextual informatien sharing knowledge that is used
dynamically adapt services from application to the user and conversely. Examples of context are:
identity, location (geographical dgtestatus (temperature, ambient illumination, noise level) and time.

9 The Service Bus is responsible for sharing the access to services, i.e. sharing functionality

1 The Useilnteraction Bus is responsible for sharing information to active user interaction.

3.3.UAAL Applications

UAAL Application is any piece of software that can run on the Container. The application platform must offer
the possibility to run applications on multiple heterogeneous devices. The challenges arise from: independent

and innovation programme under grant agreement No 769643
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development angroduction of consumer items, ability to exchange data depends on networking protocol
(switching and routing), access protocol (synchronization, FEC) and Data representation (compression,
encryption), multiple application domain, multiple standards forreapplication domain and multiple profiles
per standard.

The challenges for the platform is regarding the devices (mobile devices can be switched on and off, can fail to
restart) the applications (can come and go, can be installed, updated and uninstaitedjl to restart) this

lead to the conclusion that the universAAL cannot be restarted for changes in a device/an application, but the
platform and the application should autdapt to any change.

Figure2 Runtime Support Pltrm

3.4 Managers

The Managers of Runtime support platform can be considered low level applic&mns. are tied to certain
Buses, while others are more widely ugedyure2).

There are different Mangers are mandatory for the platform to work while some must be present only in one
Node but not the rest. They usually also provide functional APIs to the abovegpsa

Examples of managers:

1 Context History Entrepét: It provides services for consulting the history of events and obtaining the
current context information status.

1 Profiling & Space Servers and Editor: Used to obtain context (profile and spacepirdar

9 Situation Reasoner: Based on a set of rules and conditions it composéigherlevelevents based
on those

9 Dialog Manager: It takes care of maintaining the uAAL Main Menu interface and initiating the
application interfaces listed there.

T UHyYRf SNBEY wSTSNI G2 G(KS a!aSNILYGSNI OGAz2y || yRE

and innovation programme under grant agreement No 769643
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1 Resource Server: applications can store multimedia resources here that can be later referenced

1 Remote Import/Export: These managers act as proxies that can represent external web services as
universAAL seices inside the space, or publish universAAL services of the space to the outside as web
services.

3.5. Semantic Services

Knowledge is shared in uAAL in the form of Ontologies. Ontologies can be represented in some standard
format such as serialized RDFt inuuniversAAL Ontologies have a code representation so they can be handled
by the MiddlewareOntologies are grouped in domains representing a single field of knowledge such as
Devices, Health or Furniture. Resources are how the ontologies are représkeireg in the Middleware
representation like a class, and identified by a URI.

The purpose of ontology inside universAAL is: distribution of knowledge (Context Bus in uAAL) and sharing of
functionalities (Service Bus in UAAL). Ontologies are madealgssEs, properties, and data types. Every
ontology has a uniform resource identifier URI.

Example of RDF statement for universA#ip(//ontology.universaal.org/Lighting.owl#ditSourcejs
presented in the-igure3.

' —_—
Living Room Brightness

SUBJECT PREDICATE

Figure3 RDF statement

3.6.Implementation in UniversAAL

Messages inside universAAL are secured ustognanon symmetric cryptographic key. The distribution of
messages can be:

1 direct (node to node),
I multicast (node to set of nodes), or
9 broadcast (node to all nodes).

public class LightSource extends PhysicalThing

{

public static final Sting MY_URI =

" http :// ontology . persona . ima . igd . fhg .de/ Lighting . owl # LightSource *;
public static final String PROP_AMBIENT_COVERAGE =

" http :// ontology . persona . ima . igd . fhg .de/ Lighting . owl # ambientCoverage ";
public static final string PROP_HAS_TYPE =

" http :// ontology . persona . ima . igd . fhg .de/ Lighting . owl # hasType ;

public static final string PROP_SOURCE_BRIGHTNESS =

" http :// ontology . persona . ima . igd . fhg .de/ Lighting . owl # srcBrightness ";

}

This project has receivélldzy RAy 3 FNRBY (GKS 9dzNRLISIH Yy 16
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These messages aresd#ied according to patterns of communication (publish/subscribe, general

NEljdSaidk NBalLRyaSs 2NI NBljdzSaGkNBaLRYyaS FT2NJ AyidSNI O
(Figured), each serving its specific purpose using an appropriate own brokerage strategy, where a bus is a
message broker in charge of routing the messages to the appropriate software modules on appropriate nodes
based on & brokerage strategy.

Application
Domain Ontology . .
Model (optional) { Sepisieslogls 1\
- V4 ) N
Context Context Service Service Ul Call
Publisher Subscriber Caller Callee i

Figure4 An Application running in the container connects to the buses using its own wrappers

3.7.The software

The softwarenecessary to install and run the universAofdtform can be downloaded and tested from
https://github.com/universAAL/middleware/wik[web12]

Table3 universAAL platform

LINKS OF INTEREST

PAX COMPOSITE scan
BUNDLE composite:mvn:org.universAAL.middleware/mw.composite/x.y.0/composite

KARAF FEATURE UAALMW

JAVADOC https://universaal.github.io/middleware/mw.pom/apidocs/index.html

MAVEN SITE https://universaal.github.io/middleware/mw.pom/index.html
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REPOSITORY STATU! https://github.com/universAAL/platform/wiki/Repositorptatus

MAVEN RELEASE http://depot.universaal.org/maverepo/releases/org/universAAL/middleware/
REPOSITORY

MAVEN SNAPSHOT  http://depot.universaal.org/maven
REPOSITORY repo/snapshots/org/universAAL/middleware/
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This chapter is structured in sal sections as following:
1 Hardware components
1 Software components
1 Development
1 UAAL Setup
91 Proof of Concept details
1 Challenges
9 Conclusions

Within NESTOR{oject, we aim to analyses the possibility of usage and integration of universAAL platform
insideNESTOREystem

universAAL is the result of seveEalropean research projedibcused on creating an open platform and
standards which will make it technically feasible and economically viable to develop Ambient Assisted Living
solutions.

While leveragingtate of the art technologies, the innovation brought abouNlySTOR®EIlies,first, in its
integration capacity, meaning we can S¢ESTOREEcording to different perspectives:

1. as a platform, providing a set of basic services that can be leveragkifidognt apps, potentially
offered by different stakeholders;

2. as a private companion, offering personal grailsonalizedupport according to the user needs and
interests;

3. as a social support, easing communication with family and friends as well asweiins but also able
G2 LINPLRAS SEGSNYyIf ASNBAOS 2FFSNAy3Ia oFaSR 2y
Looking aNESTORAS a platform, we aim to offer an open system thatises and integrates capabi#is such
as those provided byniversAAL.

To perform the analysis as close as possible to the project goals, technological partnéx&E83ORE
consortium built a Proedf-Concept modelling a common use case: keeping a constant temperature in a room.
The approach is generic and can be appliedtiher use cases from the 10T universe.

4.1. Hardware components

and innovation programme under grant agreement No 769643
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Hardware configuration washooseto be representative for a home automation scenario. There is a gateway
(home automation hub) device coordinating the 0T nodes from the location. Communibativeen the hub
and the nodes is done over a private WiFi network (not shared/used by any other devices). External
communication is done through an Ethernet link (wired).

The hub is run on an embedded ARM Linux(SB@le Board Computesjth AllwinnerA20 duaicore CPU.

The IoT node runs on an evaluation board for ESP8266 with a relay and temperature sensor (connected to
02FNRQAa DtLh LAYaoL®
PoC HW components (Home)

0T Device

. - Internal communication Home Automation Hub External communication Internet
10T Device ’( 0T Metworke 3 > (Gateway) “ ¢ cloud Provider
>

=

il 1 [{

0T Device

Figure5 NESTOREOC Hardware components

Both the hub and loT node are open sourcediagare which can configured and modified for specific needs (no
hardware modifications for the proof of concept).

The automation hub hardware configuration inclutles
1 Allwinner A20 dual core Cortex A7 GP1GHz
1 1GBDDR3RAM
1 1 GBit Ethernet
1 Native SATA giport
9 LiPo battery backup
1 MicroSD card connector
1 5vDC
The 10T node uses ESP8266 (low cost, low power, wifi 24GHz)
1 ESP8266EX

1 2MB SPI Flash memory

1 https:/iwww.olimex.com/Products/OLinuXino/A20/A20LinuXind_IME2/opersourcehardware
2 https://iww.olimex.com/Products/loT/ESP8248/B/opersourcehardware
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1 5vDC

4.2. Software configuration

The automation hub runs a Linux distribution for ARM SBCs (Armbianh#essieon standard Debian 8).
Beside the latest Debian 8 packages we installed the dependencies for universAAL and IoT packages:

Java 1.8.162
Apache Karaf 3.0.8
Mosquito

Python 3.5.5

=a =4 -4 -9

For the 10T node we used the Arduino core for ESP8266 together with i adu#pduino sketches for
temperature sensor:

1T OneWire
1 DallasWireless

4.3. Development Configuration

The configuration used for development and implementation the Rod&foncept includes a mix of older and
newer Java versions. We tried to use the newestking version while doing minimal changes to universAAL
packages. We succeeded in having a functionatsetipiled environment by using:

1 Javal.8.0_162

T Javal.7.0 80

1 Eclipse Indigo SR 2

0 UAAL Studio plugin

 Karaf3.0.8
 Nexus 3

1 Maven3.5.2
 Arduino IDE

Javal.8 was used for running Karaf and compiling universAAL middleware (keeping compatibility with Java
1.5). Java 1.7 was used for running Eclipse Indigo together with the uAAL Studio plugin.
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Karaf 3.0.8 (the oldest still maintained Karaf version) was uséehith of 2.x used in universAAL due to
dependencies needed for PoC (ARo old and buggy/not working in 2.x. We tried to use Karaf 4 but failed
during deployment of universAAL (most likely additional changes are needed in middleware code to make it
perform flawlessly on newer OSGi containefsut we did not deeply investigate the root cause of the
problems).

4.4, uAAL Setup

Development environment was setup following instructions from

- https://github.com/cstockloew/platform/wiki/DGQuicksetup-and-start-guide
Build instructions:

- https://github.com/universAAL/platform/wiki/Buildingrom-Source

The universAAL repository did not have the latest builds for all components. Some modules were at
3.4.2_SNAPSHOT, some of them were at 3.4.1. This resulted in impossibility to run the samples (versions not
found) and the decision to have amdependent repository.

The middleware was built from sources in order to hav&l&iS TOREexus repository for the latest code level
(3.4.2_SNAPSHOT).

Build was not working out of the box and we had to disable-tasiing (at leasbne-unit test failed ® we

skipped them to get a minimal working versimampiled) The entire process of building and publishing the
artefacts takes quite a long time and this can be seen as a potential issue if code changes are needed in the
platform (for whatever reason).

Orce the internal repository was populated the tested samples worked fine (after adjusting the sepo;
maven configuration etchut this isjust standard java development patterns).

Setup of the Eclipse plugin encountered no issues but its usage isfhimited. The generated code does not

follow the latest changes in the middleware (rename of the classes) and running of the Run Config seems to be
no longer supportedFebruary 2018) This resulted in the need to manually modify the code templatelst@an

Nbzy GKS Y2RdzZ Sa RANBOGEE AY YINYFTd C2NJ LWzNBE WI @I F
assessment was done for ontology development and its specific needs.

4.5. Proof of Concept details

We use a similar approach with uAAL structurelfrmmodule maven project) and the Eclipse project structure
contains:

3 https://github.com/universAAL/platform/issues/45
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hvac.pomg used for tracks common libraries versions (UAAL platform)

hvac.shared, allow common code to be reused through the other modules
hvac.driver.temperature represents UAAL drer for temperature sensor

hvac.driver.relay, represents uAAL driver for relay (actuator)

hvac.reasoneg represents decision making code for actuator activation based on temperature
input

1 hvac.apig REST/JSON api for observing the system status anidurimg various parameters

=A =4 -4 -8 9

PoC main components

ol Home Automation Hub

g D i - E El exposes
gnsor evice <7__P_u_l3f_‘3_UE |5 SensorDriver [f€— Service Bus 7;" AP €T E= -0

pubsub_ Message Queue “><,\/" "\\/\ — HTTP

3 &
e— e Pl o
et Actuator Driver [ it E | Reasoner

Figure6 Software components

The modules presented above were generated with uUAAL wizard but required changes to work with latest

dzl ' [ LI FTGF2NX¥O ¢KSe F2fft2¢ | Ovwsidde/ straight be@ditdzNE 0 (i K S
create a template bundle and then just reuse/duplicate it for something specific (without the need to

use/update from studio wizard).

Figureb illustrates the components setup and usage for the IoT domain and for the home automation hub
domain. The IoT consists in the sensor device (temperature sensor) and actuator (relay) whose code runs on
the loT node.

The communicatin of sensor data and actuator commands/status is done usingsgage queue

(implemented with Mysquito running on the linux node). The message queue is checked (subscribed) by the
sensor and actuator drivers. The sensor and actuator have separate driyptemented as universAAL/OSGi
bundles. Each driver subscribes to specific topics on the message queue and generate events on the context
bus in the universAAL environment. Both drivers expose services on the service bus to receive commands
(sensor drivehas setup commands, actuator driver has on/off commands for the relay).

In addition to the drivers the hub runs the reasoner and API. The reasoner listens for temperature events on
the context bus and decides to switch the relay on or off in order to keepemperature in a narrow band.

The API module listens for temperature and relay events and keeps a status of the system that can be publish
over HTTP to an external client (uses standard REST/JSON interface).
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Activity sequence triggered by a Sensor device event resulting in Actuator action

30 April 2018
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4 Read event frdm context bus
T
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Figure7 Main Segence Flow

A typical closedoop (feedback) automation sequence is detaile&figure7:

)l

temperature sensopublishests value into message queue ariopic dedicated to the sensor

(uses its hardware ID) (step 1)

aSyaz2N) RNAGSNI asSSa

iKS

0 SYLISNY G dz2NE @I £ dzS

2) and publish an universAAL event on the context bus (step 3)

oA

the reasoner is subscribed torext bus and receives the new temperature value (step 4)

if the value is outside the temperature range to be kept then it decides to change the actuator
state (on or off depending on the current state and temperature value); for this it calls a

service umg the service bus (step 5).

The actuator driver is invoked for the request (step 6) and publish the actual command on the

loT message queue (step 7)

¢tKS L2¢

I QG dz- 62NJ NEBOSA @S

GKS O02YYl YR

6AGQa

execute it and germates and event with the actual state of the physical actuator (in the
eventuality the command was rejected by the actuator) (step 9)

The actuator driver received the actual status of the actuator (step 10) and publish an event on

the context bus (step 11)

The event is received by the reasoner (step 12) which will update its internal model (and will
use the new state during the next temperature read/event).

Each uAAL bundle has a similar code structure:

9 Each bundle has an Activator (required by OSGi sg@ih) that setup/teardown the bundle

1 Events are received / emitted from context bus using a Publisher/Subscriber mode (based on

’r

ontology definition)
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The API module is used to provide a standard interface (REST/JSON over HTTP) to the internals of the

30 April 2018

{ SNBAOSa INB 2FFSNBR o0& NBIAAGSNAYy3a { SNBAOS

Services are full filledn service call requests
Services are invoked filling in a Service Request
Parameters can be Java primitives or uUAAL ontology entities (Derived from Resource)

Any other Java library can be used (if it needs Ul, like AWT/Swing/SWT then the Karaf

containermust run on a platform supporting the required¢Jle. no embedded deployment).

universAAL system. It allows the query (GET) and update (PUT) of vahimss

1
1

GET F retrieves JSON with full system status
GET /temperature/curreng, retrieves the current temperature
GET /temperature/target retrieves the target temperature set in the system

GET /temperature/threshold retrieves the temperatureéhreshold for starting/stopping the
relay

GET /temperature/delay retrieves the delay between readings

GET /status, retrieves the status of the system (if is enabled or disabled)

GET /relagNB G NA S@Sa GKS adlriddza 2F GKS NBf I @
PUT /tenperature/targetc Modifies the target temperature with 1 degree (+-pr

PUT /temperature/threshold Modifies the threshold using 0.1 degree steps (+) or

PUT /temperature/delay, Modifies the delay between reads in 1second steps-J+When
thedelayh @ n G KS &aASyaz2NJ Aa RAalFofSR o0g2yQi

PUT /statug; Enable or disable the overall system status (when disabled no reasoning is

performed)

PUT /relay; Sets the relay status

4.6.uAAL Challenges

The implementation of our PoC using the uAAL outlines that for this kind of work oneatsrdsverage
resources able to handle complex environment of universAAL for alylifes setup, development,
deployment, maintenancel he platform could not bapproached as just another Java library or solution
because it required compilation from sources, script changes to be able to run on newer software components,

looking through code tpinpointwhat went wrong or was used incorrecthyexus setup for usingetc. (with a

’r
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common java library or platform one gets the binary, read the documentation or samples, setup some maven
links and generate/compiles the project using it).

During the development process there wesndomKaraf (UAALYQrasheshappening aier several bundle
deploymentswithout no overall restart. This indicates our uUAAL setup is unstable for complex development.

The runtime performance on embedded devices (likely to be used as automation hubs) was poor during
startups: the Karaf wh uAAL éployedinto it took between 90 and 120 seconds for the startup,

as comparison, the Karaf container without uAAL only toeRA 8econds. This can be an issue for

reatlife usage where the users expect fast startup (couple of seconds) after power ohdddd the need for
a feedback mechanism to the users, to make them aware of the current device ctaashed,

LR2 6 SNRAY 3 dzLJE NUzy YAy 3IAX0 d

4.7 .Conclusionselating POC

The main objective of the activities reported in tbisapterwas to learn and understanchiversAAL platform
and the way it can suppoNESTOREchitecture development. After the deep analysis conduetétin T6.2
some key points have been found relevant to understand the involvement of such technology.

First,there are some strong concernbaut UniversAAL documentation and project roadmap, since there
KFayQid o06SSy F 6ARS [R2LIIA2Y |Y2y3a O2YYdzyAled az2NB?2
be developed by UniversAAL development group, suppoREE§TOREartners within the stict time frame

planned by the project.

UniversAAL requires to install Karaf and Java environment on each node, this create a very restrictive
constraint on the kind of device it can be installed too which in turn raise issues on the size gddosttery
usage of the devices.

UniversAAL provides no synchronization or data/message persistence mechanism between nodes, this means
the synchronization has to be implemented manually and with some custom mechanism external to the
platform when needed. Furthermerif a node goes down for any issue (network, manually rebooted, ...) and it
misses a message from a bus there's no recover mechanism provided by universAAL, which result in a very
poor fault tolerance

In addition, some strong ostraintsfrom an architeatiral point of view raised more concerns:

1 when installed ordiscretedevicesijt has been found that there is no support for a wide range
of nodes, so a communication mechanisrastbe put in place such as an MQTT channel
between homeoTnodes and a centtdub running UniversAAL

9 authentication of home central hulmustbe managed outside UniversAAL because there is no
device provisioning provided by the framework

1 UniversAAL relies on outdated libraries (provided by Apache foundation) and it is not up to
date with latest releaseghis can introduce security vulnerabilities that will neseflill
recompile(and potential code changes) project from source code to include bug fixes and
increase support
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9 there is no support for communication errors or retr@: developemustassure the node is in
a consistent state and handle any error to fail back whenever am ecours

Anotherdrawbackof the universAAL platform is represented by offeringnaf buses for events (context) and
commands (service); commiuaation is done transferring serialized (as RDF strings) java objects representing
ontological entities

Thus, frontechnicalpoint of view, it is clear after the Pa@plementationthat same functionality (as in this
PoC) can be achieved with a lightweiignessage queue using JSON data.

In conclusionproposal igo splitNESTOR&chitecture from UniversAAL message bus and adopt a different
platform to handle nodes and support the widest adoption. Then, an extensiNE &I ORtan be obtained
leveragindJniversAAL as an integration layer withNBESTOR#atform, assigning this task to UniversAAL
group, under strict timing since they have the knowledge about their system and can effectively translate
ontology and data frofNESTOREata mode to UniversAALadel.
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5. Proposed alternative

5.1.NESTOR& UAAL

NESTORtbjective is to deliver the Coach activitigs do thisthe uAAL platfornwasproposedas candidate to
be used as support g@iform. It is notthe NESTORE&oject scope to creatédefine anew loTplatform but to
use an existing one.

Using UAAL to deliv&dESTOREoachés)requiresinvestinga considerable effort into uAAL platfor(to

update to latest java version as well latest Karadl used libraries)t wasfound challengingo simplybuild the
UAAL from the GitHub sources, due to twmmplexity of the environment and choosingdaffault

configuration (unit test crash, additionstinallchangeseeded). Evefor the samplespublishedon the GitHub
we found outthat because of the source codensistencyvith available binaries from uAAL maven repository
A (n@ possible tqustrun them. You need to apt, change, build from sourcehjs make even harder to
adopt the uAAlwithout substantial effort unaccounted in the project propasabme prts of online
documentationwere not updated and synchronized with the actual source code.

All theNESTORtbaching applicatiaare involving different subsystems that partners developed with
different programming languages that are not compatible wifhAlL requirements (only Jasasomething
compiling to JVM bytecodeForCoaching activities differe®l moduleghat are running?ython or Gare
used, for device management is used PHP / NodeJsS, etc.

Nestore Nestore
Site Communication Communicatio

| Site

Sensors
Virtual
Coach

R

Nestore — uAAL
Bridge

UAAL
node

Gateway

Interfaces

Figure8 NESTOREUAAL

Tosupport the UAAL by thRESTOR#oject a dedicated bridgESTOREAALIs proposed to be built, to
allow the communication and data exchange betweentthe systemsigure8 NESTOREZ uUAAL
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Supposing that different projects are using cloud based architecture, we can consider to-daplofiment
scenario in which components of different projects are installed on the same site.

Nestore

Communication
Nestore
Sensors

Nestore
Suggestions

Protocol

Virtual
Coach

Nestore System
Business logic

Nestore — uAAL
Bridge
]
(]
i

Via
vCare Data Analysis
(High Level Context Generation)

Nestore
Interfaces

UAAL
Context/Service
Buses -

vCare System
Business logic

vCare Cloud

vCare
Sensors
vCare

) Communication

Protocol

Figure9 NESTORE Care integration

Each componergendscontext information to its own cloud, then information is elaborated in higher level
context that is shared through uAAL context buses among the ¢ieudFigured NESTORE/Care
integration)

For example, thelESTOREAAL bridge would translate the semantic data written according to a uAAL
ontology in the proper data format used by thNESTORESS to generate new advises for the Virtual Coach

TheNESTORI#tidge architecture will follow the experience gained on theganted proof of concept. The
software artefact that resulted from the POC will be utilized as a starting point for the development phase. On
the bridge development the ontologies that are defined on the WP2, under the task T2.5 will represent the
knowledg backbone for th&\ESTOREUIAAL integration.

5.2NESTORIET

A typical 10T solution is characterized by many devices (i.e. things) that may use some form of gateway to
communicate through global areanetwork to enterprise backnd servesthat arerunning an loT platform
whichhelps integrate the lo@atainto the existing enterprisé~igurel0). The roles of the devices, gateways,
and cloud platform are wellefined, and each of them provides specific features and functieesiéquired

by any robust loT solution.
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FigurelOA typical 10T solution

An loT Solution requires substantial amount of technology in the form of softwayhes, and networking.
(Figurell)

When implementing an 10T solution scalabilitprisimportantparameterto be considereghow to support
manyusers at latter stagbut have a smaénoughfootprint when the project is in inception phase

The web has become widely successfwadays SOl dz&a S A (1 Q& & Aitemjih&size$ Bosd S Ny |
coupling between servers, browsers, and applications. The simple and diefamsd programming model of
HTTP makes it possible for anyone to change pieces of the system without breaking the whole system.

The Web of Things is a specialization of the Internet of Things where web development principles that made
web so successfulpglies it to embedded devicés make the latest developments in the Internet of Things
accessible to as many developers as possible.

B SECURITY .ﬁ ONTOLOGIES
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FigurellloTGomponents by Eclipse Foundation

Cross stack functionality need to be consatkfor any I0T architecture:
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1 Securityg Security needs to be implemented from the devices to the cloud. Features such as
authentication, encryption, and authorization need be part of the solution stack.

1 Ontologies; The format and description of device das an important feature to enable data
analytics and data interoperability. The ability to define ontologies and metadata across
heterogeneous domains is a key area for loT.

1 Development Tools and SDKI®T Developers will require development tools tkapport the
different hardware and software platforms involved

NESTOREcognize the need offdoT system to allow data acquisition from the users toNEES TOREoud
where Coachinglgorithmsare implemented.

Based on the presentezbnstraintsof the LAAL NESTOREtoject will implement the 10T systearounda
well-supportedopen source and light systegHome Assistant(home-assistant.io).

User management functions presented by the system:
1 Mange devices per usempersonal devices as well wearable
0 Regster / Un register
o View status

With the proposed loT platforldESTORE able to manage the user Assets. Define the user assets and assign
devices / sensors to the user in a simple way will support end users to understand and maintain his loT
universe.

5.2.1.10T Deployment

Deployment of the I0T can be realized around the wotAgent (Web of Things Agent) that can be implemented
at different levelgFigurel?)

- On the private cloud then sensors must be technically able to send data to the cloud wotAgent
- Atthe level of sensors networkthen the wotAgent will be implemented on a local gatewayicev

- On mobile device the mobile device is responsible to acquire data from other specialized sensors or
devices and the mobile wotAgent is transferring data to the cloud
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Private Cloud

wotAgent

Sensor g
network

Mobile
wotAgent

Sensor
network

Figurel2 Deployment using wotAgent

First scenario suppes that:

9 The device / sensor is using a communication protocol that is secured and Internet enabled
1 Itis a VPN between the device/sensor network and Cloud

Device side wotAgents are running on the same network with the sensors and can run on a dedteatay,ga
mobile phone, router, etc. TheNESTOREotAgent will take irconsideration the power needs in respect to
the running device and network as well the computation negdgmory, processors.

The wotAgent will be a cross cooperation work distribubetiveen WP3 and WP6.

5.3.NESTORMessage Bus

Messaging is a key strategy employedNBSTORHoud distributed environment. It enabl&ESTORE
applications (i.e. ChatBdtpgIn/Registertc.) and services (i.e. DSS services) to communicate and cooperate.
It alsosustainsa scalable and resilient solutions. Messaging supports asynchronous operations, enabling
NESTORE decouple a process that consumes a service from the process that implements the service. The
NESTORMEessage bus enables a message to beqgabtst a queue via HTTP (actually always HTTPS) and this
will ensure a simple and strong security model as asfliversal accepted transport protocol represented by
HTTP(S).

A message queue receives messages from an application and makes them available to one or more other
applications. In theN\ESTORd&E chitectural scenarios, if application A needs to send updates or commands to
applications B and C, then separate message egiean be set up for B and C. A would write separate

messages to each queue, and each dependent application would read from its own queue (the message being
removed upon being dequeued). Neither B nor C need to be avditatAeto send updates. Each nsage

gueue is persistent, so if an application restarts, it will begin pulling from its queue once it is back online. This
helps break dependencies between dependent systems and can provide greater scalability and fault tolerance
to applications.
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The moden message queue implementations (such as Apache MQ) support having a single message be read
08 YdA GALX S SyRLRAyGADP aSaal3Sa 0S02YS aAy@dArarof Sé
time before actually being removed. During this time, thessage can still be read by other applications. This

blurs the line between queues and buses, especially as it pertains to the 1:1 correspondence between queues
and destnation applicationgFigurel3).

Using message queue technoldgly STOREIll implement the Service Bus that will support the 10T data
transmissiorto the NESTORtoud as well isupportsthe NESTORIpecific applications to communicate.

Inspired by te uUAA_conceptsi KS &/ 2y GSEG . dzaé & 6Stt NESTOREBS: OS . dz
Implementingthese two buses enald¢he communication support for thlESTOREAAL bridge.

Senders Receivers

Figurel3 Sender Receiver

Shared message queue

S>> << W<

@?@

The secalledda / 2 y (i Swdllhandlel2&véntased” communication channel, which means that an

application forwards information to this bus without taking interest in the existence of actual recipients. This

may sound strange at first, but it is due to the naturelef inessages that are shared via the Context Bus, as

this bus is used for publishing information about the state of the environment and/or the assistive system. This
kind of information is called "context" and it is used by the assistive system to receign@®ns in which it is
supposed to act. A typical "context provider", an application that publishes context information onto the

G/ 2y GSEG .dzaéx g2dd R 6S |y LILXAOLGAZ2Y GFt1Ay3a G2
thisapplOF GA2Yy F2NBIFNRA GKS @FftdzSa Ad NBOSA@®Sa FTNRY (K
preprocessed them in a certain way. It is obvious that such an applicatésret need to knowvho is

receiving its messages, that is, who the "context substs" are that have registered themselves to the

G/ 2y GSEG .dzaé & NBOALMASy(da T2N GKA& ALISOATAO (AYF
application's job is all done with having shared the information that it has acquired fromnkerse

TheoOF f £t SR G { SNIDAOS . dzilaZed'Anfthisicdatdxt, heitérs 'Ndrvicd" shallineah & b O
the provision of a functionality, or in other words, that someone is doing something for somebody else (we are
well aware that "service" is one ofdbe heavily overloaded terms that almost everyone seems to interpret
differently, though). An application that offers a service (= can do something) announces this by registering a
corresponding service profile, that is a description of what it is capldleing, with the Service Bus. This kind

of application is called a "service callee" (because it gets called by another appli¢dESTOREpplication

will publish their profiles that will be used in the deployment phase.

C2 NJ A YLX SYSy @dAOSIFfudeEdEa sérided postd adnissage to a queue and expects a
response from the receiver. This pattern is used to implement a reliable system where ctiofirthat a
message has been received and processed must be assured. If the response is not delivered within a
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reasonable interval, the sender can either send the message again or handle the situation as a timeout or
failure.

Dedicated response

Sender A queue for Sender A

Receivers

Shared message queue

Dedicated response
queue for Sender B ¥

Sender B
Figurel4 Request/response messaging with dedicated response queues for each sender

An exemplary service callé@ NESTOREould be an application that cgrovide an advicg.e. how many
calories are in the plate deducted from pictueken by userand it would register the appropriate service
profile with the Service Bus (stating something like "Imavide number of calori€s The counterpart to the
service callees are applications that require a service, the "service callexg"sdiid a service request to the
Service Bus, asking for a specific service (as in "Imesber of calories from pictut® It is up to the Service
Bus to then find one or more matching service profiles to the service request and, if a match is available
forward the request to the corresponding service called{®. Service Bus is different to the Context Bus in
that it is callbased, meaning the caller (= the service requester) expects an answer to its messageight
temporarily cease its exetian to wait for that. Once the service callee has completed the job it was asked to
do, it puts his answer, the "service response”, on the Service Bus f@sdrhére number of calorigs The
Service Bus makes sure that the answer really reaches thieesealler application, which can then proceed
with its execution (knowing that the lights in the living room should be off).

Messages carry a payload as well as metadata, in the form afdhey pair properties, describing the payload
and giving handtig instructions to Service Bus and applicatiNisSSTORKill allow application to send /

receive messages encoded as MQTT for the loByatbm as well payloads encoded as JSON objects for the
inter application communication.

5.3.1.Using NESTORE Message Queue as UAAL buses

Our objective is to design and develop a system compliant toA#d resultsin terms ofopen platform and
reference specification fahe AALscenario Within the universAAL ecosystem, an AAL Space is intendussl t
the physical environmeng such as the home of an assisted pergan which independentiving services are
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provided topeople that need any sort of assistanteNESTORE, the reference scenario is more oriented to

the person rather than the envirenent, enlarging the AAL space and opening a research challenge from the
architectural point of viewin such a extendedvirtual ecosystem, hardware as well as softwesenponents

Oty Gt A@S¢ ogKAES 0SAy3a | ofS drversAKlplaNdsm canko&stilNsedto LI 6 A f
facilitate the sharing of three types of capabilities: Context (data based on stmar@els), Service (control)

and User Interaction (view). Therefore, connecting components taitingersAAL platform is equivaleat

using the brokerage mechanismisthe UAAL platformnin these three areas for interacting with other

components in the system. Such connecttwgether with the application logic behind the connected

componentl NB OF f f SR I LOLIt2A3EFigikaSIfians! the [iniversAAkferencearchitecture

with the adaptation mechanism used to integraté@arty services, as in the case of NESTORE applications

Figre15TKS Ay G0 SANI GA2Y 6AGK dzyAGSNR! ! [ A& SldAgGlItSyd

As stated in the DoAt,is our intention to be aligned to the universAAL results, to reise€Open Source

software released byniversAAL as much as possible, and to share the uselzsszson theNESTORE Virtual
Coaclsystem In this way, we caenrich the universAAL platform with tliechnological requirements deriving

from the NESTOR#oject.In NESTORE, devices installatiénuseQd K2 YS | NB | WeébdiNF Oi SR
Things (WoT) approach reusing existing and-kvellvn Web standards (REST, JSON, MQTT). In this view, the
iy0S3aINIGA2Y GAGK dzy AGSNE! ! [ A& Sl dzirndphriicBayvie use MQTT G | £ 1 7
for creating the shared message queue among the NESTORE module and uAAL buses.

MQTT stands for MQ Telemetry Transport. It is a publish/subscribe, extremely,singplghtweight

messaging protocol, designed for constrained devices anddmwlwidth, highlatency or unreliable networks.

The design principles are to minimize network bandwidth and device resource requirements whilst also
attempting to ensure reliability and some degree of assurance of delivery. These principles also turn out to
YIS GKS LINRPG202f ARSdMVI CKA YUKES oSaYHSaNE A2yNG  aL Yy GOSKNGASSG
connected devices, and for mobile applications where bandwidthoaitiery power are at a premiurfwebd].

MQTTis based on the principle of publishing magss and subscribing to topiasd they araused to decide
on the MQTT broker which client receive which messadepic is a UTF8 string, which is used by the broker
to filter messages for each connected client. A topic consists of one or more tag& Each topic level is
separated by a forward slash (topic level separatdtigurel6).
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